Any business can be
a target for business
email compromise

ClickFit

BEC Safety Kit:

Employers / business owners / sole traders

(BEC).

Protect Your Business Prepare Your Staff
Put safeguards in place to prevent BEC: Build the skills to spot and stop BEC:

Establish clear payment Recognise BEC warning signs
verification processes 0 . ek
Verify payment requests

Use Multi-Factor independently

Authentication (MFA)

across business systems Check email addresses carefully

_ _ for subtle changes
Require strong, unigue

passphrases for all accounts Be cautious of unexpected links

S Ty . and attachments
Limit public information about

your business and staff online Think critically before acting
on unusual, urgent, or

Keep domain registrations confidential requests
current and consider registering
similar domains Know how and where to

report suspicious
Have a clear process for staff emails or requests A

to report suspicious requests f
or activity. '
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Report immediately
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Did you make payment? Report to police Notify your IT

Contact your bank via cyber.gov.au/report or cybersecurity
using official details team

Learn more and stay ClickFit www.afp.gov.au/clickfit



