New supplier
account

Unexpected
change to
bank details

Pressure to
act immediately

New contact
details

Urgent payment
request

Slightly different
email address

Payment redirected
to a different
account

Payment
request outside
of normal hours

HOW TO PLAY

1. Mark each warning sign
you recognise

Complete a row, column,
or diagonal of red flags
to get BEC BINGO!

Pressure to
make same-day
payment

Unusual invoice
amount, timing
or supplier

Unfamiliar link,
document or
attachment

Generic
email greeting:
‘Hello customer’

T Report immediately

fi

Did you make payment?
Contact your bank
using official details

a

Report to police

via cyber.gov.au/report

Notify your IT
or cybersecurity
team

Stop your scroll. Check before you pay. Protect your business.

Learn more and stay ClickFit www.afp.gov.au/clickfit

Threats of delays
or fees if payment
is not receieved

Sender asks to
keep payment
confidential

Unexpected
changes to bankroll
or employee details

Unexpected
login to device




